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At METALLO BELGIUM NV, with registered office at 2340 BEERSE, Nieuwe Dreef 33 and with
company n° 0403.075.580 (hereinafter referred to as ‘METALLQO’, ‘we’ or ‘us’) we are committed to

maintaining the accuracy, confidentiality and security of your personal data.

Whenever you provide services for METALLO as an independent contractor (either occasionally or
recurrent), we may need to process some of your personal data. We are the legal person responsible
for the processing of your personal data (‘controller’). This means that we determine the purposes

and means of the processing of your personal data.

We want to assure you that your personal data will be handled by us in a safe and confidential
manner, in full compliance with the existing and applicable legal provisions concerning the protection
of personal data, including the Regulation (EU) 2016/679 of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (hereinafter referred to as the *‘GDPR’) and the national implementing

legislation.

You will find more information as to the processing of your personal data in this privacy statement.

For the purposes of this privacy statement, the concept of ‘personal data’ refers to: any information

relating to an identified or identifiable natural person (the ‘data subject’).

A natural person shall be deemed ‘identifiable’ if he or she can be identified on a direct or indirect
basis, in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person. Hence, all information on the
basis whereof a natural person can be identified must be taken into account. I.e.: amongst others
the person’s name, date of birth, address, telephone number, e-mail address and IP-address are

taken into account.

The term ‘processing’ has a broad scope and inter alia refers to the collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission, dissemination or otherwise making available, alignment or combination, restriction,

erasure or destruction of personal data.

METALLO BELGIUM N.V. | Nieuwe Dreef 33, 2340 Beerse, Belgium

T +32 (0)14 609 511 | contact@metallo.com | metallo.be

RPR Antwerpen, afdeling Turnhout | VAT NR: BE 0403 075 580 | ES N0171898J
BNP Paribas Fortis | BIC: GEBABEBB | BE86 230052800150



mailto:contact@metallo.com

Privacy Statement Consultants
METALLO (M)
L]

THE FURNACE OF INNOVATION

The moments on which we collect your personal data include:

¢ when we approach you as an independent contractor;
e when you decide to provide services for us as an independent contractor;
e when you show your interest to provide services for us as an independent contractor;

e when you contact us in any other way.

The schedule below provides which categories of personal data are processed by us, why such
personal data is being processed (the ‘purposes’) and on which legal basis such processing takes
place.

The processing of personal data shall only take place for one or more specific purposes.

Furthermore, there is always a demonstrable legal basis for every processing of personal data, which

you will find in the column ‘legal basis’, with the following meaning:

a) Consent: you have given your consent for the processing of personal data for one or more
specific purposes;

b) Performance of a contract: the processing of the personal data is necessary for the
performance of a contract to which you are a contracting party;

c) Legal obligation: the processing is necessary for the compliance with a legal obligation to
which the controller is subject;

d) Legitimate interest: the processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such interests are overridden by
the interests or fundamental rights and freedoms of the data subject which require protection
of personal data.
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Categories of personal data

Identification — and contact details:
surname, name, address, e-mail
address, telephone number, education,
motivation, references

Purposes

Recruitment

Legal basis

Performance of a
contract

Identification — and contact details:
surname, name, address, e-mail
address, telephone number

Negotiating and conclusion of
an agreement

Performance of a
contract

Identification — and contact details:
surname, name, company registration
number, login, passwords, address, e-
mail address, telephone number,
availability, orders, driver’s license,
payment details, invoices, timesheets,
device data

Execution of the contract
(including invoicing)

Performance of a
contract

Identification - and contact details:
surname, name, e-mail address

Provision of trainings

Performance of a
contract

Surname, name, address, invoices and
payment details

To comply with legal,
regulatory and administrative
obligations

Legal obligation

Surname, name, address, telephone
number, payment details, relevant order
forms and/or invoices, contracts and
other relevant correspondence

To protect and safeguard our
rights

Legitimate interest

In order to give you more control regarding the processing of personal data, you have various rights

at your disposal. These rights are inter alia discussed and provided in articles 15-22 GDPR.
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You have the following rights:

4.1 RIGHT OF ACCESS TO THE PROCESSED PERSONAL DATA (ART. 15
GDPR):

You have the right to obtain our confirmation as to whether or not your personal data is being
processed, and, where that is the case, to obtain access to the personal data and the following

information:

a) the purposes of the processing;

b) the categories of personal data concerned;

c) the recipients or categories of recipient to whom the personal data have been or will be
disclosed, in particular recipients in third countries or international organisations;

d) where possible, the envisaged period for which the personal data will be stored, or, if not
possible, the criteria used to determine that period;

e) the existence of the right to request from the controller rectification or erasure of personal
data or restriction of processing of personal data concerning the data subject or to object to
such processing;

f) the right to lodge a complaint with a supervisory authority;

g) where the personal data are not collected from the data subject, any available information
as to their source;

h) the existence of automated decision-making.

In the event that we cannot provide you access to the personal data (for example in the event of a
legal obligation to restrict the data subject from access to such information), we shall inform you of
the reasons of such an inability.

Furthermore, you can also request a copy of the personal data undergoing processing free of charge.
Please note however, that we are entitled to charge a reasonable fee based on administrative costs
for each additional copy you request.

4.2 THE RIGHT TO BE FORGOTTEN OR TO REQUEST ERASURE OF
PERSONAL DATA (ART. 17 GDPR)

In certain instances, you may request us to erase your personal data. Be aware however that under
such circumstance, we will not be able to provide you with our services any longer. Furthermore, we
ask you to bear in mind that the ‘right to be forgotten’ is not an absolute right. We shall have the
right to continue to store your personal data, inter alia, in the following cases: (i) where such storage
is necessary for the performance of a contract to which you are a contracting party, (ii) where such
storage is necessary for compliance with a legal obligation, or (iii) where such storage is necessary
for the establishment, exercise or defence of legal claims. We shall inform you of the reasons for the
storage of your personal data in our response to your request of erasure.
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4.3 THE RIGHT TO RECTIFICATION (ART. 16 GDPR):

In the event that your personal data are inaccurate, dated or incomplete, you can request us to

rectify or complete your personal data.

4.4 THE RIGHT TO DATA PORTABILITY (ART. 20 GDPR):

Under certain conditions, you shall also have the right to request us to transmit the personal data
you provided us with and for which you have given us your consent, to another controller. We shall
transmit such personal data directly to the new controller in so far as such transmission is technically

feasible.

4.5 RIGHT TO RESTRICTION OF PROCESSING (ART. 18 GDPR):

You shall have the right to obtain the restriction of processing where one of the following applies:

a) you contest the accuracy of the personal data (in such an event the use of the personal data
shall be limited for a period enabling us to verify the accuracy of the personal data);

b) the processing of the personal data is unlawful;

c) we no longer need the personal data for the purposes of the processing, but you require
them for the establishment, exercise or defence of legal claims;

d) pending the verification whether the legitimate grounds for the processing of the personal
data override those of the data subject, you may request us to limit the usage of the personal
data.

4.6 THE RIGHT TO OBJECT (ART. 21 GDPR):

You have the right to object, on grounds relating to your particular situation, the processing of your
personal data in case that such processing is done for the performance of a task carried out in the
public interest or for the purposes of the legitimate interests pursued by us. In such an event, we
shall no longer process the personal data unless (i) there are compelling legitimate grounds for the
processing which override your interests, rights and freedoms, or (ii) the processing of the personal

data is done for the establishment, exercise or defence of legal claims.

4.7 AUTOMATE INDIVIDUAL DECISION-MAKING, INCLUDING
PROFILING (ART. 22 GDPR):

You have the right not to be subject to a decision based solely on automated processing, including

profiling, which produces legal effects or which may significantly affect you in a similar manner.
Such right can however not be invoked in the following circumstances:

a) If the decision is authorised by law (for example: in order to prevent tax fraud);
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b) If the decision is based on the data subject’s explicit consent; or

c) If the decision is necessary for entering into, or performance of, a contract between the data
subject and the data controller (note that in such instances, we shall always make a case by
case assessment of whether less privacy intrusive methods can be applied to facilitate the

entry into, or performance of the contract).

4.8 THE RIGHT TO WITHDRAW YOUR CONSENT (ART. 7 AVG):

Where the processing of personal data is based on consent, you shall have the right to withdraw

such consent at any time through a simple request.
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To exercise the rights listed above, you can contact us via e-mail on the following e-mail address:
. In order to verify your identity, we ask you attach a copy of the front side of

you ID-card to your e-mail.

All rights can be exercised free of charge, unless your request is manifestly unfounded or
disproportionate (for example: due to the repetitive character of your request). In such cases, we

have the right to charge you with a proportional fee or to refuse to adhere to your request.

Your personal data shall only be transferred to third parties in conformity with the legal provisions
in that regard, to another company of the Metallo Group, when you have provided us with your
consent to do so, or when such transfer is necessary to ensure the provision of our services (on the

basis of our legitimate interests).

No personal data shall be transferred to third parties under any other circumstances, unless we are
obligated to do so on the basis of compulsory legal or regulatory provisions (e.g.: the transfer of

personal data to external bodies or authorities, such as law enforcement authorities).

We see to it that the personal data shall only be accessible within our company, or associated
company, to those persons who require access to the personal data in order to comply with the

contractual and legal obligations.

In some circumstances, our employees and staff are assisted by external service providers in the
execution of their tasks. In order to protect your personal data, we have concluded an agreement
with all such external service providers in order to guarantee the safe, respectful and cautious

management and administration of your personal data.

Your personal data shall only be transferred or disclosed to processors or controllers in third countries

in so far as we are legally authorised to do so.

In so far as such disclosure or transfer is necessary, we shall take appropriate measures to ensure
that your personal data shall be significantly protected and that all disclosures or transfers of personal
data outside of the EEA take place in a lawful and legitimate manner. In the event that a disclosure
or transfer takes place to a country outside of the EEA, for which the European Commission has not

determined that this country does not maintain an equivalent level of protection of the personal data,
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such disclosure or transfer shall always be subject to contractual or other legally binding instruments
which under the terms and conditions for the transfer of personal data to third countries, such as the
approved standard terms and provisions for the transfer of personal data to third countries as

established by the European Commission.

You can consult the approved standard terms and provisions of the European Commission via the
following hyperlink: https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-

outside-eu/model-contracts-transfer-personal-data-third-countries_en.

We have taken all reasonable and suitable technical and organizational measures in order to protect
your personal data as well as possible against accidental or unlawful destruction, loss, alteration,

unauthorised disclosure of, or access to, personal data.

As such, we store your personal data on a secured place on our server in order to ensure that third
parties shall not have access to your personal data. If information is being stored outside our
premises, the information receives the same appropriate level of protection as for information being
stored internally. We also implemented the principle of “least privilege” so that only authorized users
have access to our information systems and data (through policies and standards about access

control).

We store your personal data for the period of time necessary for achieving the purpose for which
such personal data is processed (for the performance of our agreement). Please note that we must
take into account a number of (legal) storage periods (time limits) which oblige us to continue to
store your personal data. In the event that no obligation or duty to store the personal data exists,
the personal data shall be erased and destroyed on a routine basis once the purpose for which the
personal data is collected has been achieved.

Furthermore, we may store your personal data if you have given us your consent to do so or where
such storage is necessary for the establishment, exercise or defence of legal claims. In this last
instance, certain personal data shall be used for evidence purposes. Such personal data shall
therefore be stored in line with the legal prescription period, which can amount up to a period of
thirty years; the usual, habitual prescription period regarding personal legal claims amounts up to a

period of ten years.
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We aim to take all necessary measures in order to guarantee the protection of your personal data.
Should you have a complaint regarding the manner in which your personal data is processed, please
feel free to contact us. We shall try to live up to your expectations and meet your concerns as soon

as practically possible.

You may also file your complaint to the supervisory authority for personal data protection. The

authority assigned to supervise our organization is the Data Protection Authority:

Website:

Contact details:
Data Protection Authority
Rue de la Presse 35, 1000 Brussels

= +32 (0)2 274 48 00

(=) +32 (0)2 274 48 35
(=

Please feel free to contact us via e-mail on the following e-mail address: . We

are happy to be of any further assistance.

In order to take action on the basis of your feedback or to clarify changes made in our processing
activities, this privacy statement may be amended from time to time. Therefore, we invite you to

consult the latest version of this statement on our website.
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